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Senate CISA Bill

Sharing of Information by the Federal Government.

The Director of National Intelligence, the Secretary of Homeland Security, the Secretary of Defense, and the Attorney General will develop and promulgate procedures for the sharing in real time of cyber threat indicators (classified, declassified, and unclassified) and information about cybersecurity threats. The bill requires the Federal entity sharing information to remove from the cyber threat indicator any personal information or the identification of a specific person not related to the cybersecurity threat. DNI, DHS, DOD and the AG are required to coordinate with appropriate Federal entities, including the National Laboratories to ensure that the protocols implemented will facilitate real time information sharing. Sixty days after enactment, DNI must submit a report to Congress on the procedures.
Authorizations for Preventing, Detecting, Analyzing, and Mitigating Cybersecurity Threats
The bill provides authorizations for private entities to monitor and operate defensive measures of their own information systems as well as information systems of other private or Federal entities (with authorization and written consent from those entities). The bill also provides authorization for entities to share and receive cyber threat indicators or defensive measures from other entities or the Federal government. The entities receiving the information must comply with restrictions placed on the sharing or use of the information, and must implement and utilize a security control to protect against unauthorized access to the shared information. Entities sharing cyber threat indicators must remove personal information of or identifying a specific person not directly related to a cybersecurity threat before they share the information. 
State, tribal, or local governments, with the prior written or oral consent of the entity sharing the cyber threat indicator, may use shared information for the purpose of preventing, investigating, or prosecuting offenses for serious violent felonies, fraud and identity theft, espionage, censorship, and protection of trade secrets. And any cyber threat indicators or defensive measures shared with a State, tribal, or local government cannot be directly used by them to regulate or impose enforcement actions on the lawful activity of any entity.
The bill provides an antitrust exemption for two or more private entities that are exchanging or providing cyber threat indicators with each other. 
Sharing of Cyber Threat Indicators and Defensive Measures with the Federal Government
The bill requires the AG not later than 60 days after enactment to determine interim policies and procedures for the receipt of cyber threat indicators and defensive measures by the Federal Government. Then, no later than 180 days after enactment the AG must promulgate final policies and procedures. The policies and procedures must ensure real-time, automated sharing of cyber threat indicators that may be provided to other Federal entities. Any indicators not shared in real time, are shared as quickly as operationally practicable with other Federal entities. The policies and procedures must ensure an audit capability and appropriate sanctions for Federal entities that knowingly and willfully conduct activities that are not authorized.
The AG shall also make public not later than 60 days after enactment guidance to assist entities and promote sharing of cyber threat indicators with Federal entities. The guidance shall include: identification of types of information that would qualify as a cyber threat indicator unlikely to include personal information and identification of types of information protected under otherwise applicable privacy laws that are unlikely to be directly related to a cybersecurity threat.

The AG is required to submit to Congress and make public interim guidelines relating to privacy and civil liberties relating to the receipt, retention, use, and dissemination of cyber threat indicators by a Federal entity. Not later than 180 days after enactment, the AG in consultation with private entities with industry expertise will promulgate final guidelines relating to privacy and civil liberties. The AG is directed to periodically review the guidelines. 

The DHS Secretary not later than 90 days after enactment shall develop and implement a capability and process within DHS for accepting cyber threat indicators and defensive measures from entities in real time through electronic mail or media, an interactive form on an Internet website, or a real time automated process between information systems. The DHS Secretary must also ensure that all appropriate Federal entities receive in an automated manner such cyber threat indicators. Not later than 10 days prior to implementation, the DHS Secretary must certify to Congress that the capability and process fully and effectively operates. Public notice of the capability and process must be made by the DHS Secretary. The DHS Secretary is also required to submit a report to Congress not later than 60 days after enactment on the development and implementation of the capability and process. The report shall be submitted in an unclassified form, but may include a classified annex. 
Cyber threat indicators and defensive measures shared with the Federal Government shall not constitute a waiver of any applicable privilege or protection provided by law including trade secret protection. The information provided by an entity will be considered the commercial, financial, and proprietary information of such entity when so designated by the entity. The provision of information by an entity to the Federal Government shall not be subject to a rule or any judicial doctrine regarding ex parte communications with a decision-making official. Information shared with the Federal Government may be disclosed to, retained by, and used by any Federal agency solely for a cybersecurity purpose or other threats of death, serious bodily harm, economic harm, threat to a minor, etc. 
This provision of the bill contains privacy and civil liberty protections for the use of information shared by entities with the Federal Government. The Federal Government must use the information in accordance with policies, procedures and guidelines set by the AG and in a manner that protects unauthorized use or disclosure of personal information or identification of a specific person. 

Cyber threat indicators and defensive measures provided to the Federal Government may not be used by Federal, State, trial, or local governments to regulate lawful activities of any entity. 

Protection from Liability
Any cause of action in any court against a private entity for monitoring of information systems and sharing and receipt of cyber threat indicators or defensive measures in accordance with this act shall be promptly dismissed. Liability protection does not extend to entities that have engaged in gross negligence or willful misconduct in the course of conducting activities authorized by this Act.
Oversight of Government Activities
Not later than 1 year after enactment, and not less than once every 2 years, the heads of the appropriate Federal agencies as well the IGs of DHS, the Intelligence Community, DOJ, DOD, and Energy shall jointly submit an unclassified report (can include a classified annex) to Congress on the implementation of this act. The report should include an assessment/evaluation of:

1. Sufficiency of the policies, procedures, and guidelines required by section 5 of the Act in ensuring that cyber threat indicators are shared effectively and responsibly within the Federal Government, an evaluation of the effectiveness 
2. Effectiveness of real-time information sharing including any impediments to such real-time sharing, 
3. Sufficiency of the procedures ensuring that cyber threat indicators in the possession of the Federal Government are shared in a timely and adequate manner with appropriate entities, 
4. Whether cyber threat indicators have been properly classified and an accounting of the number of security clearances authorized by the Federal Government for the purposes of this Act.
The report must also include:

1. A review of the type of cyber threat indicators shared with the Federal Government under this Act, 
2. A review of actions taken by the Federal Government based on cyber threat indicators shared with the Federal Government under this Act, 
3. A description of any significant violations of the requirements of this Act by the Federal Government,
4. A summary of the number and type of entities that received classified cyber threat indicators from the Federal Government under this Act, 
5. Recommendations for improvements or modifications to the authorities and processes under this Act. 

The bill also requires the Privacy and Civil Liberties Oversight Board to submit an unclassified report to Congress and the President not later than 2 years after enactment and not less frequently than once every 2 years. The report should include an assessment of the effect on privacy and civil liberties by the types of activities carried out under this Act. 

And the bill requires the IGs of DHS, the Intelligence Community, DOD, DOJ, and Energy to submit an unclassified report to Congress not later than 2 years after enactment and not less frequently than once every 2 years on the receipt, use, and dissemination of cyber threat indicators and defensive measures that have been shared with Federal entities under this Act. 
Construction and Preemption
Nothing in the bill limits or prohibits otherwise lawful disclosures of communications, records, or other information by an entity to any other entity or the Federal government or use of those lawful disclosures. Nothing in the bill prohibits or limits whistle blower protections. The bill does not create immunity against any action brought by the Federal government enforcing the appropriate handling of classified information. The bill also does not allow price-fixing or attempts to monopolize a market. The bill does not require an entity to provide information to the Federal government to receive cyber threat indicators or as a condition of any Federal grant/contract/purchase award. There is no liability for entities that choose not to participate. And the bill does not limit the authority of the Secretary of Defense to develop, prepare, coordinate, or conduct a military cyber operation in response to a malicious cyber activity carried out by a foreign government, state sponsored organization, or terrorist organization. 
Report on Cybersecurity Threats

Not later than 180 days after enactment the Director of National Intelligence must submit a report (two forms – classified and unclassified) to the House and Senate Intelligence Committees on cybersecurity threats, including cyber attacks, theft, and data breaches. The report must include an assessment of the current intelligence sharing and cooperation relationships between the US and other countries regarding cyber threats and data breaches, a list of the countries and non state actors that are the primary cybersecurity threats, a description of the extent to which the US government’s capabilities to respond or prevent cyber attacks are degraded by a delay in information sharing by private entities, an assessment of additional technologies or capabilities that would enhance the ability of the US to prevent and to respond to cybersecurity threats, and an assessment of technologies or practices utilized by the private sector that could be rapidly fielded to assist the intelligence community in preventing and responding to cybersecurity threats. 
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